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Preface

its king and mighty men of valour. You shall march around the city, all the men of war going around
the city once. Thus shall you do for six days. And seven priests shall bear seven trumpets of rams’
before The Ark; and on the seventh day you shall march around the city seven times, the priests
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out, and none came in. And The Lord said to Joshua, “See, I have given into your hand Jericho, with
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“Now Jericho was shut up from within and from without because of the people of Israel; none went

1. Introduction
architecture. Architecture can best be seen as the fruit of a delicate combination between civilisation, culture and history.
IT architectures also reﬂect the culture and history of an organisation. Mergers and acquisitions diversiﬁed the IT architecture in the
same way as it diversiﬁed the culture within any enterprise. But however beautiful this diversity in the IT landscape may be, it also
poses a great deal of challenges. How can we balance effectively and efﬁciently between the need for collaboration and the need to
control? How should we balance risk and reward when many of the risks are unknown and the rewards are based on speculations?
The Internet enriched the world by bringing people together. The ease of collaboration across geographical borders introduces
great business opportunities. Our local markets are replaced by international or even global markets. In a rapid changing market
on a global scale we need to be agile and ﬂexible to maximize the potential of leveraging collaboration for competitive advantage.
This potential, often described in ﬁnancial results, is simultaneously at risk. It seems that there is an inherent correlation between
the risk and reward, and while information technology largely contributes to the potential reward, it also contributes to the same
extent to the potential risk.

4

5
During the past decade we have seen many examples of organizations suffering from apparent uncontrollable risks that are
associated with information technology. Legislators across the globe have tried to enforce control and governance, in an attempt
to secure the organizations ﬁnancial rewards. In our constant struggle to balance risk and reward, legislation represents only a
partial solution. For most organizations, compliance to legislation equals to reduction in ﬂexibility and reduced appetite for risk.
The city of Jericho and modern-day IT architecture share a commonality in the way that security is addressed. Most computer
networks are also based on the principle that the virtual walls will protect the community inside from potential harm on the
outside.
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The same would apply to the city of Rome, Athens, Barcelona and many more. Architecture builds history and history builds
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Architecture is a sign of civilisation, culture and history. We study the civilisation of ancient Egypt by following its architectural trail.

The new model might not completely replace the traditional

A simple and effective example of the changing business

model but it deﬁnitely erodes the traditional model.

Many, if not all, organizations struggle with the desire to be open. Regardless of the type of business they are in, organizations

models is perhaps the book publishing market. The

need to collaborate They need to be agile and available twenty-four seven. This need for openness conﬂicts with the need to

traditional model if someone wants to publish a book is

This example indicates that individuals can assume more

control, the need to respect privacy regulation and keep a tight lock on ﬁnancial records. With the Internet evolving and expanding

to write content and take it to a publishing house. If they

control over an entire business process. It also shows

the range of its possibilities, there is an inevitable threat that organizations who lack a certain openness might not only miss out on

agree to print the book they sign a contract with the author

that organizations should change their business model to

business opportunities, they might not even survive.

for the ownership of the content and the royalty fees that

maximize their potential or, in some cases, even survive.

have to be paid. The publishing house incurs all the costs

If traditional publishing houses want to move towards this

In many branches, openness will become, or has become a necessity to survive. Almost all markets, with all of their stakeholders,

for printing, format, storage, sales, etc. If the book sells poorly,

new model they need to have a ﬂexibility and openness to

need to collaborate to maximize the competitive advantages offered by the Internet and emerging collaborative business

the publishing house is stuck with bad inventory and high

be attractive to authors. These publishing houses simply

models. Although most of the collaboration that we see today is based on a client – vendor relationship and the need to exchange

costs as a result. Although this model has proved its effec-

need a technology infrastructure that allows them to

information based on that relationship, these relationships are all part of a chain of relationships that affect each other. All these

tiveness since the invention of the printed book, technology

receive orders from the Internet and facilitate in the

relationships together form the ecosystem in which business takes place. Businesses need to focus on the collaboration within

makes it possible to redesign the business model behind it.

payment process.

Today it is possible for an author to control the entire

Professor Michael Rappa of the Institute for Advanced

Four sets of relationships connect and enable the value chain: the relationship between an organization’s leaders and the

process via print on demand. The idea behind it is simple.

Analytics at North Carolina State University, studies these

organization’s employees, the relationship between employees and customers, the relationship between the leaders and

An author still needs to write the content, but instead of

emerging business models. An example of these emerging

partners and ﬁnally the relationship between partners and customers.

taking it to a publishing house, he or she takes it to a print

business models includes Dell Computers who compresses

on demand publisher. They rework the text into a printable

the distribution and sales channel by directly communica-

book for a small ﬁxed fee. No strings attached. The author

ting with their customer over the Internet. Other examples

can then rent a web server for a small monthly fee and

in the merchant market space include Amazon.com who

put a freely available e-commerce store online. These

only sells online and mail-order businesses such as Lands-

e-commerce stores are not only widely available, they come

end with a web-based catalog, combining mail, telephone

equipped with plug-ins to paypal or i-Deal to ﬁnalize a ﬁnan-

and online ordering. Many, if not all of these emerging

cial transaction. The only thing left to do is sell the book via

models, pressure the traditional models by working in a

the author’s online store. If a client buys the book online,

more cost-effective manner with greater ﬂexibility and

they have the ability to pay for the book online by utilizing

control for the consumer / buyer. All of these emerging

the trust relationship between the buyer and his bank.

models have one thing in common: they require a new

Once the payment is in, the store sends an XML message

strategy and approach to information security.

that ecosystem and not only on the one relationship to that ecosystem.
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Customers
2
Organization
Leaders

1

4

Employees
3

to the print on demand store to print one book and ship

Partners

it to the buyer. The interesting thing about this example is

Healthcare

that one individual author can actually control the whole

In Healthcare there is a need for collaboration between

process. For those authors less savvy on technology, there

hospitals and family doctors, between the pharmacy and

are print on demand stores available on the Internet who

the family doctors and between the hospital and the

can take care of that bit. Marketing the book is obviously

pharmacy. Basically the same value chain presented in the

a completely different trade so there are small agencies

introduction of this section with different instances of the

available on the net that have specialized in e-marketing.

actors. Obviously many more stakeholders could be

7
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included in this example, but this example covers the

tive character and create a greater lock-in with their custo-

basics. Most family doctors do not have the budget for IT

mers. With the strict regulations that have been placed on

that is sufﬁcient to cover all security policies set forth by a

this sector it is a struggle to be this open and yet protect

hospital, and yet there is a need to share information about

the privacy of their clients. Direct access over the Internet

patients in an efﬁcient and cost-effective manner. In most

to personal ﬁnancial records has become common for all

countries, the budgetary scheme for hospitals has changed

banks, even though the measures that are implemented to

to a competition model between hospitals, in such a

protect the privacy might vary between banks.

manner that hospitals are compared based on efﬁciency
and patients can select in which hospital they would like to

Public safety

be treated. In most current situations we see that infor-

Public safety, especially with the increased threat since

mation sharing in this market, in particular between family

September 2001, is faced with a need to collaborate

doctors and hospitals, is done via email. In the shared rela-

between police, customs, tax-ofﬁce, ﬁre department,

tion that hospitals and family doctors have with pharmacies

hospitals, justice department, Interpol / Europol, ﬁnancial

we see that the Application Service Providing model is used

institutions and many others. The public safety market has

in a sense that a central order intake application is made

various distinct roles that require collaboration. Information

available via a web-portal or an application is made available

that is closely related to the privacy of individuals has to be

between collaboration and control. The Jericho Forum’s

By utilizing the Internet’s capabilities, network services can

via dialup connection. All these relationships are treated on

shared to prevent incidents from happening. Potential and

vision on network de-perimeterization and the Jericho

be placed in almost any geographical location. The same

an individual bases with little regard for the collaborative

known criminals are monitored, ﬁnancial transactions are

Forum’s boundaryless information ﬂows™, seem the most

already applies to most users. In the combined visions that

dimensions of the healthcare market as a whole. It is

being monitored, suspicious behaviour is being monitored

promising. The Jericho Forum envisions an open and

have been developed by the Open Group, the Liberty

understandable that hospitals that have invested in their

and all that information needs to be shared to analyze and

transparent network whereby all services and users on a

Alliance, the Jericho Forum and the Internet Engineering

IT infrastructure and information resources will go the

establish patterns without violating the privacy of indivi-

network are directly connected to the Internet. The so

Taskforce, it seems that organizations need to take the

extra mile to protect these assets and not allow any direct

duals. In the event of a major incident or disaster, the same

called Trust Broker ties all these services and users together

shape of communities that are connected via the Internet.

connection from family doctors with a small practise and

stakeholders need a complete different model of collab-

in a collaborative environment. The work done by the

If we apply these visions on the three example markets that

little regards, knowledge or budget for information security.

oration and management to make sure that the amount

Liberty Alliance and the Internet engineering Taskforce

have been discussed before - Healthcare, Finance and Public

of damage is repressed and those injured are treated as

contributed to a great extend in formulating this vision. The

Safety - we see a complete different and yet comparable

Finance

quickly as possible. Communication becomes the most

Internet Engineering Taskforce formulated the ﬁrst standard

solution for collaboration in a challenging environment.

In the Financial market we see that consumers are

crucial element of collaboration, suppressing the need for

on how to identify users on a network. The Liberty Alliance

becoming less loyal to their bank, easily switch between

privacy temporarily.

created the standard for what is called ‘Identity Federation’

Healthcare and the Circle of Trust

by creating the Circles of Trust model. In general terms,

Based on the Circles of Trust model from the Liberty

We also see that service providers started offering

All of the above mentioned examples relate to the chal-

a Circle of Trust is a group of entities that interconnect and

Alliance, the group of stakeholders in the Healthcare

accounting software online that needs to connect to

lenges of modern-day business. Technological possibilities

exchange information. The Liberty Alliance formulated

market could create collaboration based on a centralized

ﬁnancial statements. Most of these online software soluti-

may help organizations or entire markets to increase some

various legal frameworks for this type of collaboration.

model. The so called founder could oversee collaboration

ons communicate directly to the online tax ofﬁce. Interest

efﬁciency and collaborate securely over the Internet.

Until now, most of these visions seem to point in the same

between the entities. Especially in a group where the level

direction but have been formulated on an abstract level.

of IT varies between the participants, it is crucial to have

banks and use services from multiple banks simultaneously.

rates on mortgage loans have been low in the past years,
creating a demand for ﬂexibility and a pressure on efﬁciency

Visions around the globe

In general terms all visions point in the direction of securing

a central body that can manage this variety. The founder

within all ﬁnancial institutions. Some banks even diversify

During the past couple of years, some intriguing visions

data rather then the network, and all assume an Identity or

in this Circle of Trust model has the role known as a Trust

and move towards mobility in order to display their innova-

have emerged on how to deal with the combination

reputation repository outside of an organizations control.

Broker in the Jericho vision. The Trust Broker establishes

S e curit y archite c ture from old to new
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conﬁdence and trust in the collaboration between the

authentication mechanism and offer it as a service, family

various parties. Although the centralized model is partially

doctors might use it to authenticate themselves with their

based on the assumption that members are in ﬂux, it does

pharmacy, to identify but one example. But the biggest

not seem likely in the Healthcare market. Essential to this

problem with banks is not their lack of innovation nor their

model is that the Trust Broking entity establishes the col-

ability to develop meaningful ﬁnancial solutions. The main

laboration needs of the parties and centrally oversees and

concern is cost control. In a market that is not only

controls the collaboration. The Trust Broker in this model

pressured by legislation but also by eroding margins,

connects all the parties in the ecosystem, relieving the

controlling the spending is top concern. The Trust Broker

single entities from the burden of employing many un-

model with a large ﬁnancial institution is more aimed at

trusted connections to their infrastructure. In the current

the own organization that needs to collaborate between

fortress models infrastructure it is hard, if not impossible, to

its outsourced services in various geographical locations.

diversify our security posture based on the level of security

In that respect, it might be beneﬁcial for banks to have two

from the connecting parties. Family doctors in this example

separate Trust Brokers. One to create the ‘community

are less secure then hospitals, simple because they have less

we call work’ and the other to connect clients to that

resources and less information security knowledge. A for-

community. In general, a Trust Broker facilitates trust and

tress model practically dictates that all the parties are of an

collaboration and ties people and services together.

equal security posture before a secure transaction can take

10

place. The Trust Broker in this case deals with that diversity

Integrated Public Safety

of different actors involved in the model.

Again based on one of the Circle of Trust models from the
Liberty Alliance, there needs to be a governing entity to

Finance and outsourcing

create the Public Safety community. Within this community,

Most banks are in an ideal position to become a broker in

several levels and methods of collaboration must be used.

trust for different types of transaction, other then ﬁnancial.

Organizations should be able to diversify and connect to

It seems that banks in Europe took the lead in protecting

the community, based on their role within the community.

client privacy in Internet transaction by implementing a two

The Police for instance have multiple distinct roles in the

factor authentication mechanism. Using a card holder with

community. One role is to collect factual evidence about cri-

a number keyboard, users can insert their bankcard and

minals and share that with the justice department or other

enter their pin-code. In a so called challenge response, the

stakeholders. Another role is to control crisis situations

user can be authenticated by his bank. This authentication

that require the involvement of other stakeholders such as

process provides the user with trust in the transaction.

the ﬁre department. A third role is to uphold the law that

Although many still debate if trust can be transcended, this

requires them to communicate with their own back-ofﬁce

mechanism can be used in many other transactions on the

or the justice department. All three example roles require

Internet. In that respect, banks can facilitate in the role that

a different collaboration model with a diverse context and

a Trust Broker will have by supplying the authentication

a different intent and regulation. Even though the police

principle. The I-Deal initiative from a consortium of banks

are still the single entity in this example, they have different

provides the functionality of authentication, but only to

roles that might require collaboration with the same stake-

support a ﬁnancial transaction. If the banks could isolate this

holders in the community, but on a different level.

a Trust Broker facilitates
trust and collaboration and
ties people and services
together.

Materializing the Jericho vision
The Jericho Project Research Group at Capgemini looked at the abstract visions around the Jericho concept and undertook the
challenging exercise to materialize them in such a way that the visions could become reality. The group proceeded in their journey

with the Jericho Forum’s vision, Commandments and whitepapers at hand, the group embarked on a road of process design,
architectural models and integrated visions. Once arriving at the conclusion that it is technically feasible to build a Jericho type
network, the group started looking for available technologies and possibilities for integrating these technologies in a way they have
never been integrated before. Jericho is a fundamentally different approach to network design and information security. The vast
majority of technical solutions are designed for a different way of thinking. After a mere six month research phase, the Jericho
Project Research Group published their ﬁrst ﬁndings and came to the conclusion that Jericho is a feasible and viable concept. The
main challenge, now that the group has identiﬁed how to build a Jericho network, or how to transfer from a current model to a
Jericho model, seems to be the willingness for organizations to adopt this way of thinking.
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Somebody actually needs to create the parachute or should at least explain how to build one. Starting completely open minded
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based on the simple assumptions that nobody would actually dare to go parachute diving with the mere vision of a parachute.

Onewalldown.com
The Jericho Project Research Group started in January of 2007. Their mission was simple; deﬁne a feasible Jericho Network based
on the Jericho Forum’s vision. Although formulating the mission was easy, the execution was challenging. Until then, many of the
visions that where formulated worldwide seemed to point in the same direction but where all deﬁned at a very abstract level.
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In deﬁning and implementing Service Orientation or assisted organizations to move in that direction, the group quickly came to the
conclusion that Service Oriented Architectures will beneﬁt tremendously if the challenge of secure collaboration could be solved.
In combining the models from the Jericho Forum, the Liberty Alliance, the Open Group and the Internet Engineering Taskforce
they where able to create a process model for Jericho that supports service orientation. Combined research efforts indicate that
Jericho is the vehicle to enable the full beneﬁts of service orientation and set the stage for mashup corporations. Andy Mulholland’s
book on Mashup corporations and the sequel ‘securing mashup corporations’ by Ben Elsinga and Aaldert Hofman show that ease of
collaboration is no longer science ﬁction but an actual reality. Both books show modern business models that are based on open,
collaborative services that can be combined into a new business. In that respect it is safe to assume that Service Orientation with a
vehicle like Jericho, while reducing cost and complexity, also enables mashup type collaboration in a secure environment .
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3. A Jericho type
network

to the Internet. For speciﬁc partner connections, a VPN
tunnel is created trough the perimeter defence. All these
different services create new holes in the perimeter of a
the local network. The more ﬂexible an organization is

Perhaps the most sticking difference in a Jericho type

getting by utilizing these services, the more it erodes a

network, when compared to most current networks, is

security posture that is based on perimeter defence.

that all devices and users are directly connected to the
Internet. The Internet in that respect is seen as a public

Jericho Security Architecture and network design are

usable freeway and all the services and users are mere

derived and determined by the emerging collaborative

travellers. Obviously this increased freedom is associated

business models across the Internet. In fact, all the busi-

with some speciﬁc risks that need to be dealt with. If an

nesses and organizations are going in the direction of

unprotected device is connected to the Internet, there is a

collaborative e-business models without even noticing it.

large chance that it is compromised within 30 minutes.

Remote workers, business partners, electronic transactions,

The most common analogy that is used to describe a

strategic partnerships and e-business models all seem to

Jericho type infrastructure is the comparison to a public

be based on shared revenues.

S e curit y archite c ture from old to new

network and allow a passage of Internet trafﬁc from and to
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Secure the network,
secure the host,
secure the application and
secure the data.

freeway. In a fortress model we try to protect the freeway
by building walls around it. All the vehicles on that road are

Holistic view on security

presumed to travel in relative safety. If we remove the walls

In Jericho type networks, security is applied in layers: secure

around the freeway, these vehicles become vulnerable to all

the network, secure the host, secure the

the bad inﬂuences from the outside world. In the Jericho

application and secure the data.

model there might still be some level of protection around
the freeway but it focuses more on the security of the
actual travellers. In line with the Commandments of the Jericho Forum: adjust the level of

Secure the network

protection to asset at risk, secure the travellers

Secure the host

that carry value with greater means.
The basic threat that occurs in most current

Secure the application
Presentation Logic

Business Logic

Data Access Logic

network designs is the perception that an
organization is safe behind the virtual walls
that have been designed to protect them.

Runtime services and components

Many of the services that require a connection
to and from the Internet pass freely through
these wall. Services like email, web browsing,
voice over IP, Skype, and MSN are but a few
examples of trafﬁc that passes freely from and

Platform services and components
Operating system

15

A Jericho type network is based on the principle of communities: A logical connection between people, processes and technology,

practically limitless. It does not really matter where these services are physically placed, since the Internet is a global network.

regardless of device type or geographic location. The single element that combines all these entities is a trust relation. In that single

The same applies to users. As long as there is an Internet connection, there can be a connection to the ‘community we call work’.

element lays the biggest problem. How do we establish trust in a digital world? Trust is a human reﬂection of the willingness to
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Acting as a spider in the community web, the Trust Broker facilitates in the connections and ties the organizations services and

interact with someone. As humans we adjust our levels of trust constantly when we balance risk and reward. In an IT environment

user together. If it no longer matters where we place parts of the services stack, right shoring becomes much more tangible. Right

based on mathematical principles, we seek a more structural basis for trust in a way that we try to deﬁne trust as a mathematical

shoring is the concept whereby outsourced services are placed in locations where they make the most sense. If Poland is the best

object, consisting of constants and variables. The trustworthiness of a user or application must be determined by their absolute

location for ﬁnancial services because of their knowledge, then it makes sense to place these services in Poland. If India is the best

compliance to corporate policy. In a closed network environment with a good level of control on all the devices, this might be

place to outsource development and hosting of web services because it is cheaper and of high quality, it makes sense to outsource

feasible. In an open network where a user can connect using a variety of devices that are not under the control of an organization

them to India. As long as a governing entity can still combine the entire services stack of an organization, they can maximize the IT

this concept is less feasible, if not impossible.

potential while reducing cost and increasing the ﬂexibility and openness of an organization.

Jericho Process overview

Authentication

Input
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Output

Username
Authentication
Password
token
Biometrics
Authentication
Encryption
level
Security status Encryption type

Authentorization

Data classiﬁcation

Input

Output

Input

Output

Authentication
token
Access
level
User request

Access
information
Authentication
level
Requirements

Unclassiﬁed
data

Classiﬁed
data
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Encryption

Input

Trust repository

Output

Request for
secure
Secure session
Communication
Encrypted
data
date
encryption

Endpoint security

Input
Veriﬁcation
request
Encryption
information
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Connecting all network devices directly to the Internet creates a tremendous ﬂexibility to an IT infrastructure. This ﬂexibility is
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Flexibility

Accounting/Auditing

Output

Input

Output

Endpoint status
Accounting
Encryption
request

Data from
authorization
data
Classiﬁcation
encryption

Logs

Input

Output

Logsa
Request for
data

Classiﬁed
data

processes or modules in a Jericho type network: Authen-

The beneﬁts of a Jericho type network are broad. From

tication, Authorization, Data Classiﬁcation, Encryption,

a business perspective, the increased ﬂexibility of such a

Trust Repository, Endpoint Security, Accounting / Audit.

network allows for a cost-effective outsourcing strategy and

All these processes tie together and work as an integrated

an increased control strategy.

framework, regardless of the geographical location. All the
processes are based on the principle of object oriented
programming and require input and output.

• A Jericho security architecture enables a broad range of
gains in terms of ﬂexibility, process optimization,
ade-quate protection for the key applications and

Not all of these processes reside within the area of control of

systems, for the sensitive data in an organization’s

an organization. As indicated in the Jericho Forum Command-

network de creased losses due to security attacks,

ments, organizations also need to be able to work with identity

building trust models among business partners (entities).

stores outside of their own boundaries or even control.
Depending on the nature of the collaboration, some of these
processes are facilitated by a Trust Broker. The Trust Broker
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The Jericho process diagram is made up of the seven core

• Increased efﬁciency of the business processes – things
get done faster – that leads to a competitive advantage.

keeps track of an entity’s (user / device / application) behaviour
based on the changes in behaviour. The Trust Broker may use
different authentication methods to determine an entity’s iden-

18

• Less vulnerabilities in a Jericho Security Architecture,
because it provides adequate security for assets at risk.
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tity. If we, for example, have a user who always connects using
an IBM thinkpad laptop with windows XP as operating system

• Jericho Security Architecture enables the creation of

and Microsoft’s Internet Explorer as the default application to

trust based business partnerships and collaboration

access web mail, we may establish a pattern of behaviour. If

among organizations, new business opportunities.

this user always uses a token as a means of authentication we
can add this to the behavioural proﬁle. Should that same user

• Organizations will use public networks for collaboration

suddenly try to access the network using a Dell Latitude laptop,

and interactions within and between organizations.

using Mozilla Firefox on a Linux operating system, we might

Basically the network will be the Internet in Jericho

come to the conclusion that many of the elements of the

security Architecture. This leads to cost savings for the

reputation proﬁle have changed. This could obviously sill be

organizations in the new electronics commerce business

a valid user that can be trusted. In the dynamic Trust Broker

models.

model we are able to switch to alternative methods of authentication by sending a one-time password to the users mobile
phone for instance. Prior to that we could track the mobile
phone to see if it is in the proximity of the user trying to connect. The alternative methods are more expensive then the
methods that we would normally use, but because the trust
level adjusted, so did the authentication level. In that way, the
Trust Broker is dynamic and can adjust to a changed situation.

• Synergy between companies.

4. The 11 Commandments
The Jericho Forum Commandments deﬁne both the areas and the principles that must be observed when planning for a deperimeterized future. Whilst building on “good security”, the Commandments speciﬁcally address those areas of security that are
S e curit y archite c ture from old to new
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necessary to deliver a de-perimeterized vision. The Commandments serve as a benchmark by which concepts, solutions, standards
and systems can be assessed and measured.

Fundamentals
1. The scope and level of protection should be speciﬁc & appropriate to the asset at risk.
The ﬁrst rule as set forth by the Jericho Forum captures the basics of a de-perimeterized vision. In a business world that
demands cost-effective and yet ﬂexible solutions, a one-size ﬁts all security approach is no longer feasible. If we have limited
visibility over the assets that we have, and that is the case in most organizations, our only option is to protect the whole rather
then the individual items. The most valuable asset that most organizations have is information. In the perception of most organizations, this information is relatively structured and under control. Research indicates that this perception is only true for about 20
percent of the information and that 80 percent is under very limited control. The bulk of information in any organization is stored
in email messages, on client PCs, on USB sticks, on unstructured ﬁleshares, etc. The problem with this information is that there is
seldom one unique copy of a document. It has been duplicated and exists on many different locations. Protecting this information
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on the level of the document is therefore a challenging task. A crucial ﬁrst step is an ongoing inventory check of all these assets
and a determination of the business value of these documents. The same type of inventory obviously applies to all digital assets of
an organi-zation. Only then can we determine what is valuable and what deserves a bigger investment in security and what is less
important so we can reduce the investments in protection.
• Business demands that security enables business agility and is cost effective.
• Whereas boundary ﬁrewalls may continue to provide basic network protection,
individual systems and data will need to be capable of protecting themselves.
• In general, it is easier to protect an asset the closer protection is provided.

2. Security mechanisms must be pervasive,
simple, scalable & easy to manage.

not be transferable to work in another. Thus it is

Although this second commandment seems to be an open

important to understand the limitations of any security

door, we seldom see simple, scalable and easy to manage

solution.
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security solutions. A single security point solution might

• Problems, limitations and issues can come from

have a very nice user-friendly interface and some scalable

a variety of sources, including geographic, legal, technical,

features. The problem occurs when these solutions need

acceptability of risk, etc.

to integrate with other point solutions. In a security market
where most solution providers have focussed on solving

Surviving in a Hostile World

very speciﬁc problems we tend to see a patchwork of
solutions that needs to be interoperable, but isn’t.

4. Devices and applications must communicate
using open, secure protocols.

• Unnecessary complexity is a threat to good security.

The entire Internet is based upon a standard and open

• Coherent security principles are required which span all

protocol called TCP/IP. This protocol was designed in 1970

tiers of the architecture.
• Security mechanisms must scale; from small objects to
large objects.
• To be both simple and scalable, interoperable security
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• Security solutions designed for one environment may

by the Network Working group to standardize the way of
communication on the Internet. This standard allowed the
Internet to grow in such a rapid pace. In many other areas
we have strayed from this path and started using a variety

“building blocks” need to be capable of being combined

of proprietary protocols to do business with. Standards al-

to provide the required security mechanisms.

low us to speak the same language on a technical level and
establish a common level of understanding regarding the

3. Assume context at your peril.

objectives to be met. If both parties speak the same langu-

As mentioned before, we tend to look at isolated events

age we can integrate much easier and faster. For the com-

and base our decisions on those. A users authentication

mon protocols that we use on the Internet, there is also a

seldom includes both the hardware and the software that

secure equivalent. Using these commonly known open and

they use. Besides that, a user operates somewhere on the

secure protocols should be standard practise.

globe within a certain timeframe. If a user connects from
Paris and ten minutes later from India, there is a good

• Security through obscurity is a ﬂawed assumption -

5. All devices must be capable of maintaining
their security policy on an un-trusted network.

valid, however, information from an ofﬁce PC is regularly sent
to home PC’s via email, FTP or USB stick. If we further base

Most people have a PC at home and have it connected

our thinking on the fact that the application as mentioned in

to the Internet. Anti-Virus protection and some kind of

this example is capable of protecting itself, rather then having

chance that there are more entities that impersonate the

secure protocols demand open peer review to provide

ﬁrewall have become very common. These PC’s survive in

it protected by every client PC in an ofﬁce environment, we

same user or that two different users / entities are trying

robust assessment and thus wide acceptance and use.

a hostile Internet world. We can not assume that the level

might start to see the beneﬁts of network openness.

to use the same identity to connect to the network.
Assuming this context is vital to a Jericho infrastructure.
By evaluating all the components and combining them into
context, we do not only create a better security posture,
but we also increase ﬂexibility and trust into the entities’
inter-relationships.

• The security requirements of conﬁdentiality, integrity

of IT security knowledge is very high with the typical end

and availability (reliability) should be assessed and built

users, but still, these machines seem to function ﬁne over

in to protocols as appropriate, not added-on.

time. As a company however, we are reluctant to directly

• Encrypted encapsulation should only be used when
appropriate and does not solve everything.

connecting our ofﬁce PC’s to the Internet. The assumption
that goes with that is that information on that PC should
not leak and applications that are used by this user should
not be compromised. These two main concerns are very

• A “security policy” deﬁnes the rules with regard to the
protection of the asset.
• Rules must be complete with respect to an arbitrary
context.
• Any implementation must be capable of surviving on the
raw Internet, e.g., will not break on any input.

Access to data

of (mutual) authentication for accessing systems and
6. All people, processes, technology must have
declared and transparent levels of trust for
S e curit y archite c ture from old to new
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any transaction to take place.
The topic of trust is discussed many times in this book.
especially in transactions with entities that we have never

speciﬁcally point to network management and maintenance,
9. Access to data should be controlled by security
attributes of the data itself.

support the trust model Identity, Management and

In general terms, the 9th commandment of the Jericho

Federation.

Forum states that data should have the ability to protect

Trust is the most important element of any transaction and

itself. In the whole Jericho philosophy this is actually what it
8. Authentication, authorisation and accounta-

is all about. The protection of information is more prudent

met and therefore could not have determined if and

bility must interoperate / exchange outside of

then the protection of the network. Not that the network

how we trust them. Start with a declaration of trust, i.e.

your locus / area of control.

has suddenly become less important, we should realize that

where users have administrator access to applications and
devices. A segregation of duties is seldom applied in these
areas.
• Permissions, keys, privileges etc. must ultimately fall
under independent control, or there will always be a
weakest link at the top of the chain of trust.
• Administrator access must also be subject to these

determining how we trust the relationship, and share this

Perhaps this is the most intriguing and most scary com-

information has become more important. In the ﬁrst com-

with each other. We can then base our trust on something

mandment of them all. Exchanging identity information

mandment, the Forum states that the level and

that we have agreed upon before and make this trust

outside of the control of an organization, or even trusting

protection should be appropriate to the asset at risk. If we

appropriate to the relationship.

an authentication source outside of an organizations con-

can check our information inventory by mean of dynamic

trol, represents a concern of most organizations. What we

data classiﬁcation and to attach DRM to the information

The ﬁnal Jericho Forum commandment wraps up the entire

see in most organizations are identity silos. We determine

most valuable to our organization, we can actually protect

vision. Information must be protected. Information is in

between contracting parties to conduct a transaction

if a user has access rights by checking the internal active

information based on the level and scope and on the

transit and in use. In this commandment we can identify

and the obligations this assigns on each party involved.

directory or LDAP. In Identity Federation models we have

attributes of the data itself. Policy enforcement tooling

three different stages where information needs to be

to trust another entity to do that work for us and validate

might help, but only to a small extent. Most of the policy

protected. The term appropriate refers to the ﬁrst com-

/ check the users credentials on our behalf. In that respect

enforcement tooling is based on agent technology to be

mandment. For argument sake, a whitepaper requires less

we have to trust the principle of federation, and whoever is

implemented on the workstation of the user. The users

security, and a ﬁnancial statement requires more security,

performing the act of authentication.

typically use a variety of different devices that are no longer

in all three stages.

• Trust in this context is establishing understanding
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data.
• Authentication and authorisation frameworks must

gress in the application of this principle. The Jericho Forum

• Trust models must encompass people / organizations
and devices/infrastructure.
• Trust level may vary by location, transaction type,
user role and transactional risk.

controls.
11. By default, data must be appropriately secured
when stored, in transit and in use.

under the control of an organization and therefore we can
7. Mutual trust assurance levels must be
determinable.
In this commandment we start to see the true nature of

• People/systems must be able to manage permissions of

which can authenticate individuals or groups, thus

websites or portals are based on a secure socket layer

eliminating the need to create separate identities.
• In principle, only one instance of person / system /

or portal can be trusted by looking at the security certiﬁ-

identity may exist, but privacy necessitates the support

cate that is supplied to the user. The user however, does

for multiple instances, or once instance with multiple

not have to supply such a certiﬁcate. If a transaction should

facets.

occur, it may very well be that trust levels are not mutually
established but only one-sided. The Jericho Forum seeks for
a mutual determinable trust assurance level. Not only for

• Systems must be able to pass on security credentials /
assertions.
• Multiple loci (areas) of control must be supported.

• Removing the default must be a conscious act.
• High security should not be enforced for everything;

resources and rights of users they don’t control.
• There must be capability of trusting an organisation,

digital trust; Putting all the cards on the table. Most secure
protocol (HTTPS). A user can be assured that this website

not install agent technology on them.
• Attributes can be held within the data (DRM/Metadata)
or could be a separate system.
• Access / security could be implemented by encryption.
• Some data may have “public, non-conﬁdential” attributes.
• Access and access rights have a temporal component.
10. Data privacy (and security of any asset of
sufﬁciently high value) requires a segregation
of duties/privileges.
Discussion on the application of segregation of duties has

user to service communication, but also for application to

propelled since the Sarbanes & Oxley act started to take

application communication.

its effect. In many organizations we already see a good pro-
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The need for trust

“appropriate” implies varying levels with potentially
some data not secured at all.
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5. Governing Users
The Internet Engineering Task Force ﬁrst deﬁned the standard for user Authentication, Authorization and Accounting (AAA) in
S e curit y archite c ture from old to new
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August 2000 by means of the RFC 2903.
The AAA framework has helped to shape the complex area of digital identity management. The mere use of the terminology
and vocabulary of the framework shapes the implementation path, whereby;
• Authentication, as a ﬁrst step, provides a Boolean entrance to an organization. If we can determine that a user is who he claims
to be, he may enter. Determining a user can be done by assessing;
- Something he knows,
- Something he carries with him,
- Some characteristic of his body.
Any of these elements alone is considered a weak form of authentication. Any combination of two is considered a strong form of
authentication. i.e. username and password are both things he knows and therefore weak. Bankcard with pincode is something he
carries (the card) and something he knows (the code) and is therefore considered a strong authentication. A characteristic of the
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body could be a ﬁngerprint, an iris scan a face scan, etc. Biometrics (i.e. characteristics of the body) need to be combined with one
of the other factors to become a strong authentication.
• Authorization, as a second step, determines what this user can access within the IT infrastructure. Most organizations are
investing in so called Role Based Access Control systems (RBAC) to connect a single user in the IT network with a suite of
applications that are needed for his particular role. I.e. a sales person will need access to different applications then a general
ledger
accountant. Most legislations force a segregation of duties and therefore enforce strict control over the combination between
user, role and application. If an accountant has the ability to create new companies in the accounts payable ledger and also has
the ability to add invoices to that account and has the ability to pay these invoices, he is placed in a potential fraudulent position.
Role based control is designed, among others to prevent that.
• Accounting, as a third step, logs the audit trail of user permissions and in fact holds the repository that answers questions like;
who accessed what information and why.

The ‘AAA Framework’ as it is described above has become more or less common practise in most enterprise organizations.
The sequence of the steps as described however is related to evolution and not to most effective means of implementation. In
actual fact, it makes more sense to ﬁrst evaluate al the information assets and establish who should have access and why, before
connecting users. Unfortunately this rarely happens. Most organizations already have users and systems and are then confronted

In the context of a Jericho network, the AAA Framework needs to be extended to a broader range of attributes that contribute to
the digital identity. The whole concept that users group together in a controlled physical location and use elements of the physical
infrastructure has changed. Users typically use a broad range of devices and are no longer conﬁned to a physical location. In the

The authentication in a Jericho network can be seen as a threefold application of the AAA Framework in the sense that users,
hardware and software are the three main entities to be authenticated, authorized and traced for audit purposes. The repeated
combination of these three elements contribute to a users reputation and therefore his or her credibility. The main difference
between the current way of user authentication and the Jericho philosophy is that organizations may need to trust a users authentication even if that takes place outside the organizations control. The Liberty Alliance ﬁrst set the stage for Identity Federation with the creation of several legal models of collaboration known as Circles of Trust. But Authentication in the Jericho model
extends even to those beliefs. Users are not the only entities in a computer network that have an identity.
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The Trust repository
builds the behavioural
context of a user and
subsequently
establishes
trust

Authorization
Determining what a user is allowed to access is based on the authorization which is usually in line with his role in the organization.
We may assume that an accountant can access ﬁnancial systems and modify data in that system. We may also assume that the receptionist may not access the ﬁnancial system and modify data. A sales person could perhaps check elements of the ﬁnancial system
such as client invoices but is not allow to modify any of that data. The role of a user determines the rights to an information system.
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Accounting
In a Jericho network, all processes relate to the Accounting / Auditing process. It is imperative to establish traceability evidence of
all activity that relates to corporate risk. Questions like ‘who, accessed what information, when and why’ is used to show proof
of governance and the input for process modiﬁcations and root causes analysis. In the Jericho framework, the Accounting / Auditing
process is not only used as a central repository for audit ﬁndings, but also dynamically feeds the Trust repository process. The Trust
repository builds the behavioural context of a user and subsequently establishes trust.

End-point security
Securing the so called end-points of a network has become one of the bigger challenges for the IT community. End-points are often
referred to as the devices that a user would use to gain access to network services or information assets. A lack of sufﬁcient bandS e curit y archite c ture from old to new
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width during the eighties and nineties prevented us from using computing resources over a physical distance. The need for sufﬁcient user support in terms of applications and computing resources drove the demand for desktop computers that where capable
of delivering an electronics workspace. Besides the possibilities of these devices, they also harvest some of the greatest threats
to an organizations most valuable assets. Viruses, Trojan code, spam are but a few of the negative side effects of the Internet that
easily ﬁnd their way to our information infrastructure. End-points are increasingly becoming the front door for criminals requiring
access to information or services. The diversity of end-points that are used by any particular user is growing rapidly. Mobile phones,
home PCs and Internet café’s are but a few of the regularly used end-points that are not under the control of an organization.
Users have become accustomed to ﬂexibility, bandwidth and a suite of local and Internet services to be used in their everyday
work. They have the ability to check bank statements and issue payments from any device that is connected to the Internet and
users expect the same ﬂexibility and openness from the organizations they work for.
Based on the assumption that most devices that are used are not under the control of an organization, we have several options.
The two most prudent are;
• Only allowing connections of devices that are under control.
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• Incorporating device security in the authentication process.
In Jericho type networks, the Trust Broker is the key element, and functions as a broker between users and information assets,
based on the reputation of a user. The process that deals with end-point security in a Trust Broker framework is called ‘hostsecurity’. The process requests the security status of a device and feeds it to the authentication process that then determines
the requirements for connection type encryption and the means necessary for user authentication. If there is a sudden change in
device in a users reputation proﬁle, other means of authentication can be used to validate the authenticity of a user. This can also
relate to the type and security attributes of the information asset that is being retrieved.
In devices that are under control of the organization, this process also functions as the trigger to evaluate the status of software
patching, ﬁrewall rule settings and dynamic publication of software updates.

6. Governing collaboration
‘Repetition builds continuity, Continuity builds history, History builds Identity’
S e curit y archite c ture from old to new
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Roshan Samtani

Digital Trust
The Internet, with its many advantages, has one serious design ﬂaw: the lack of standards, especially in how to deal with Digital
Trust. We interconnect with people that we have never seen, anywhere on the globe. Our own employees are increasingly lousily
coupled to our network. They might use any kind of device from any location in the world to connect to our services. In dealing
with Digital Trust we no longer make a strict distinction between employee and client. We simply see them as people connecting
to our network.
Although the Internet Engineering Taskforce has contributed a lot to the standardization of digital identity management by writing
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the AAA framework, many organization implemented their own interpretation of this standard. The result of these interpretations

The single most important task of a Trust Broker is establishing trust and in that presenting the most challenging function of

created a diversity of Digital Identity solutions with little interoperability. Kim Cameron from Microsoft calls these ‘Identity one-offs’,

modern-day collaboration. According to the Oxford Dictionary, Trust is among others; the ﬁrm belief in the reliability, truth, ability

Dick Hardt from Sxip Identity talks about Identity Silo’s. The diversity in Digital Identity Management created a landscape of one-off

or strength of someone or something. Mathematically, any object, also Trust, is a combination of constants and variables. But Trust

identity silo’s. In practise, these are complex Role Based Access solutions that limit an organizations ability to be ﬂexible. If we look

is not a mathematical object, although we need to treat it as such in an IT environment based on mathematical principles. Trust is

at these solutions on a more abstract level, we see that organizations have implemented a central repository containing user

human in a sense that we balance trust against our human frame of reference in determining risk versus reward. We base trust on

credentials. These implementations are relatively closed and proprietary by nature. The ability to transcend a user’s identity to

past experience and a certain repetition of experience. Trust may also transcend based on this repetition. If we for instance want

another organization is by default not possible. From an organizational perspective this seems understandable. We need to control

to acquire an object from eBay and ﬁnd two sellers with exactly the same object at exactly the same price, we are inclined to look

user behaviour, but more important, we need to demonstrate governance. These identity silo’s or one-offs are not sustainable in

at the feedback score of these sellers. The seller with the most positive repetition in selling is more likely to do business with us.

the near future. In our networked world we need to have the ability to see beyond the boundaries of what we consider to be

If we would ﬁnd only one seller and our appetite for the object was high enough, we might still do business. In that, Trust is a

our own.

sliding principle based on the balance between risk and reward.

The problem with Digital Trust is the diversity and complexity that we have created in the past decade. Digital Trust is one of

In Jericho networks we need to incorporate principles of trust that are offset against the asset that we need to protect. Trust in

the biggest challenges of today’s world. In the context of a Jericho Network, a single entity deals with all the elements of the

the modern digital world needs to be based on the risk of the collaboration. Information or services that are less trivial to the

collaboration. This collaboration broker is referred to as a Trust Broker in a Jericho type network.

organization, can be shared or used with less trust in the reputation of the user. Information and services that support the core
business or have a high signiﬁcance to the business, require a great trust in the user. As indicated by the Jericho Forum

Trust Brokers

Commandments, protection needs to be appropriate to the asset at risk and trust levels need to be determinable.

The central component of a Jericho network is formed by the Trust Broker. The broker facilitates the collaboration between
elements on the network, based on the trustworthiness of the intended collaboration. These elements can be users, devices,

The Trust Broker and SOA

services or information assets, regardless of their geographical location. The Trust broker, in that respect, can be seen as a

The Trust Broker is not a competitor of SOA (Service Oriented Architecture), instead it is more an addition to it. The Trust Broker

community broker as well, because it may also facilitate the collaboration between clients and services, between services and

adds a level of trust (management) to a SOA environment. This is done by laying more emphasis on identity and contracts, because

services and between users and users.

these two functions will form the foundation of building a trust relationship.

Contracts

GUI

Identity

Services

Audit

Services (SOA)
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Trustbroker

The ﬁgure above shows how the Trust Broker framework integrates with SOA.
The main philosophy behind this Trust Broker framework is that it will enable SOA to truly deliver its services across local
boundaries. The Trust Broker can achieve this by creating and maintaining a trust relationship with each entity - a user, device or
company - it deals with. The trustworthiness is based on two attributes, namely identity and contracts.
The identity attribute speciﬁes the following about an entity: authentication, reputation and behaviour. This acquired information
tries to reﬂect how trust relationships are created in the real world. Based on who you see, what this persons behaviour is and how
other people refer to this particular person you are willing to enter some sort of an agreement – however insigniﬁcant it may be.
The contract attribute will deliver an agreement between this entity and the services it wants to use from the SOA environment.
This agreement can vary from real world contracts to behaviour code at a forum, anything is possible. The contract attribute will
enable a particular level of legal control – based on the agreement – to the company of the Trust Broker. Legal control will on one
hand enforce entities to obey to the rules set by the agreement or policy of an organization and on the other hand will give an
organization some level of assurance.
An entity can use the SOA environment of any number of companies that is connected to the Trust Broker, based on the trustworthiness. A key requirement is Role Based Access, to let an entity use multiple services across multiple SOA environments.
A single entity with different roles will enable a single-sign-on environment across multiple domains, even if the service will
only be used once. Roles will simplify policy management, this is achieved by increasing the manageability and reducing the
administration efforts.
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Trust Brokers – Legal models
The Liberty Alliance has formulated various legal models that facilitate so called circles of trust between multiple legal entities. The

which they collaborate. Indicated in the Jericho Forum Commandments six, seven and eight, we can derive that all parties should

Consortium model

have declared and transparent levels of trust, that are based on a determinable agreement. If that declaration and transparency

A small number of founders forms a consortium via a multi-

exists, we may trust the authentication and authorization principles even outside our area of control.

party contract that sets the rules and governance for the circle

The book of Jericho 2.0
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behind a Trust Broker as described in this book need a legal basis for multiple organizations to transparently declare the basis in

of trust. This approach offers more direct control by each of

Collaborative model

the Founders. However, this model is not recommended where

As shown in the diagram below, a group of Founders forms an entity that establishes the rules for the operation and governance

the membership is in ﬂux, as the ongoing entrance or exit of

of the circle of trust, and then also undertakes the day-to-day governance of the circle of trust. This approach is perhaps the

members of the circle of trust is likely to be cumbersome and

most complex, but arguably provides the most ﬂexibility for a large circle of trust with many founders and ﬂuctuating membership.

require amendments to the consortium agreement.
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legal structure behind a circle of trust bares a direct correlation between the principles of a Trust Broker. The functional models

This model provides a single consistent entity with which to contract, once the initial work has been done to establish the
governing Entity.
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Governing
Entity

Centralized model
A single founder sets the rules and the governance of the circle
of trust, and contracts individually with each other Member.
This approach provides the founder with a signiﬁcant amount
of control, and signiﬁcantly less control to the other members.
As the diagram below implies, the Founder may use this model
to establish two-party relationships in which the Founder acts
as an intermediary between other entities (partners, suppliers,
customers and so on).

Founder

In Jericho type networks the access to sensitive data, as well as the access rights of the user upon the data are controlled and
established through a dynamic authorization process. Sensitive data might include credentials used for authentication, or data such
as credit card numbers, or bank transaction details, patient healthcare information. Deﬁning what sensitive data is depends on the

security, data classiﬁcation, and encryption processes. In Jericho networks, data protection and control should be governed by a
security policy that is further enforced by security mechanisms implemented by the other processes mentioned above. Moreover,
before a user or an entity may act upon the data, a series of validations and interactions between the processes will take place.
• A certain trust level of the user environment is created and assessed, based on the combination of the authentication method
and the endpoint security status. The user can access the data if it reaches at least the trust level required by the security at
tributes attached to the data.
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security policy of each organization and on the security levels attached to data (e.g. conﬁdential, secret, top secret).

• Users will be assigned a certain access level and corresponding access rights, based on the authentication context and on the
retrieved information status regarding the endpoint security.
• The data has to be classiﬁed according to its sensitivity to loss or disclosure and has to reﬂect the requirements of the business
processes and the security policy.
• A data classiﬁcation policy, including the assigned access levels, is created. The accepted levels of behaviour and privileges that
the users might have when accessing and handling the different types of data should be speciﬁed by the policy. Consequently,
security classiﬁcation levels that indicate the level of sensitivity associated with data, and deﬁne the acceptable use of data,
should be established.

End to end encryption
Embedded deeply into the Jericho security architecture are the principles for encryption. Encryption of the connection and en-

• The technological solution for data classiﬁcation in Jericho networks has to classify automatically the enterprise data in different

cryption of information assets. End to end encryption refers to two apparent endpoints and the exchange of information between

security levels based on the adopted data classiﬁcation policy.

them. In the context of Jericho one of these endpoints can be an information or service repository and the other end point could
be the device requesting the information asset. Based on the trust level that is established in the Trust Broker, an appropriate
encryption type is selected.

•

Security controls should be in place for administering the access requests to the data, monitoring and logging the access,
and executed operations upon different types of data, enforcing the privileges and rights different users might have with
respect to a data type.

Data Protection and Control in a Jericho enabled network
According to the ninth Jericho Forum Commandment “Access to data should be controlled by security attributes of the data itself”.
Therefore the security attributes of the data should be found in the data itself. Commandment number eleven states that

• According to the security level assigned to data (e.g. conﬁdential, secret, top secret), different cryptographic protocols and
algorithms can be selected for protecting the data in transit.

“By default, data must be appropriately secured when stored, in transit and in use”. The issues of data protection and control is
discussed in the position paper “Enterprise Information Protection & Control (Digital Rights Management)” published by Jericho
Forum in October 2006.

• Accounting information and metadata regarding the data classiﬁcation, data usage and handling should be stored for auditing,
control and analysis activities.
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Before we can give information any ability, let along
protecting itself, we should at least know where the
information is and how relevant it is to the business, so
Data classiﬁcation technology has matured enough over the

Information is one of the most valuable assets of an

past years to be incorporated in a Jericho architecture.

organization, and one of the biggest threats if not handled

Based on various national language programs, this tech-

properly. The information that we produce and collect

nology scans all documents and builds a taxonomy. Based

within our organization roughly exists in two forms:

on that taxonomy we can decide the business relevance en

structured and unstructured.

enforce security policies on groups and types of information. Meaningless or non relevant information requires less

Most information is unstructured, although we might be

investments in information security. Obviously, this needs

inclined to believe that most information is structured.

to be a dynamic process. We may dynamically select

Approximately eighty percent of our most valuable asset is

encryption types and the use of digital rights management,

unstructured and scattered across our IT infrastructure.

based on the type and control of device and the trust-

It exists in our email environment, is stored on client PCs

worthiness of the user,.
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7. Governing information
& services

(in or out of our control), is stored on USB sticks, on CD
and DVD’s and on random ﬁle shares. It is assumed that this

In the context of a Jericho network, all information assets

represents roughly ninety-ﬁve percent of our business

are classiﬁed. The classiﬁcation may be low on a whitepaper

relevant information. In any given enterprise we might

and high on a ﬁnancial statement, and any number of clas-

ﬁnd over two hundred ﬁfty different types of information

siﬁcation type in between.

(Word, Excel, PowerPoint, etc.) and usually in multiple
languages. Controlling this diversity of information on

‘except our own thoughts, there is nothing

the multiple locations where it resides is not feasible on

absolutely in our power’

the commonly used IT architectures, using security point
solutions. Information pollution, on top of the complexity

“appropriate” implies
varying levels with
potentially some data
not secured at all

of diversity is a rapidly growing problem. The amount of
digital information that we need to control doubles every
six month in quantity. The same document can be emailed
to a group of co-workers, and therefore exists in various
mailboxes, can be stored on a workstation, on a ﬁle-share,
on a home PC and on a USB stick, all at the same time.
According to the Jericho Forum’s Commandments, information should have the ability to protect itself. Besides that,
the overall vision of the Forum is based on the idea that it
is easier to protect information, the closer you get to it.

Rene Decartes
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Governing information in the Jericho context refers to one

Multilevel Security (MLS)

of the fundaments in a Jericho network: the fact that infor-

Multi level Security was originally designed to support

mation has to be protected as close to the information as

conﬁdential military systems and are now also being

possible. In order to protect information assets, it is neces-

deployed in the commercial market. A multilevel security

sary to identify the information ﬁrst. Although this seems

system protects the integrity of information based on the

to be very logical, it is nothing short of a challenge. Mainly

classiﬁcation levels that are given to the data. Different

due to duplication, the amount of information that we

levels of security can be applied to the information, ranging

collect grows rapidly. In fact, it duplicates every six month.

from Unclassiﬁed, conﬁdential, secret to top-secret.

The same information is usually stored on several places

A multilevel security system makes it very clear what the

in an IT infrastructure. An interesting presentation that is

levels of information security are and how conﬁdential the

emailed to a department with 25 employees, duplicates

information should be.

25 times and is stored in email inboxes and on workstation
hard disks. Information is generally scattered across an

The different elements in MLS are;

infrastructure. The ﬁrst step in governing information is an
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inventory check. This inventory of information needs to be

Clearance Level indicates the level of trust given to a

done with automated tools. It is simply not feasible to check

person with a security clearance, a computer that proces-

these volumes manually. A data classiﬁcation process needs

ses classiﬁed information or an area that has been physically

to run to create a taxonomy of all the information available,

secured for storing classiﬁed information. The level indicates

once this inventory is done. Data classiﬁcation has

the level of classiﬁed information to be handled by a

multiple elements and without explaining the entire scope

person, device of physical location.

and feature set of the various tools, two key ingredients
need to be elaborated; National Language Processing (NLP)

Classiﬁcation level indicates the level of sensitivity

and Multi Level Security (MLS).

associated with some information, like that in a document
or computer ﬁle. The level is supposed to indicate the

National Language Processing (NLP)

degree of damage the organization could suffer if the

If we would describe a green ﬁeld with grass, equipped

information is disclosed to the enemy.

with white lines and eleven men would stand opposite of
eleven other men and they would kick a spherical object

Security level is a generic term for either a clearance

and the objective is to kick it into a metal frame with a net,

level or a classiﬁcation level

humans might know we are describing soccer. A computer
can generally not make that distinction. Computers compare parameters. With the introduction of NLP in data classiﬁcation tools it is actually possible to link the abstract term
soccer to the example as described above, without the
word soccer in the text. We can make a decision on how
important this type of information is to the organization
and link a classiﬁcation to it, based on this abstract term.

is very simple. A document is only readable if all the peaces

mes more valuable if we wait long enough. Information

of the puzzle are together. One piece of the puzzle is a

might also gain some value if we wait long enough for it

certiﬁcate that belongs to the document. That certiﬁcate is

to become historically interesting. Unfortunately most of

dynamically supplied to the authorized user requesting it.

the information in an organization does not fall into that

A non authorized user will not receive the certiﬁcate and

category and decreases in value over time. Information

will therefore not be able to see the document. Organi-

lifecycle management has been developed during the past

zations can revoke the certiﬁcate at any given point, if a

years to give organization the ability to change to cheaper

document should not longer be in circulation. The dynamic

storage means if the value of information decreased. If we

process within DRM requires a connection to the issuer

look at a doctors assistant for instance, we see three stages

of the certiﬁcate, usually via the Internet. Every time that

of information value that might clarify lifecycle management.

the document is opened, it will request the certiﬁcate. The

The ﬁles of the patients that have to be treated today

document does not open, if the certiﬁcate is revoked.
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Data Lifecycle Management (DLM)

might be on the assistants desk so no time will be wasted
looking for them. The ﬁles of patients that are still under
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treatment might be locked in a desk drawer close by and

In closing

the ﬁles of patients that have been cured might be locked

Let it be clear that the world is constantly changing. New

in the basement with the lights turned off. Quick access to

business models are emerging, and these models need new

ﬁles that are relevant to a business is efﬁcient. Information

approaches to information technology and information se-

can be stored in slower / cheaper storage environments, if

curity. Trust and collaboration are the two most important

it becomes less relevant or needs to be archived. The same

keywords for the near future. All the IT standardization

principle applies to the security mechanisms that we apply

groups around the world agree on the simple philosophy

to information. Valuable information needs to be protected

that walls around a network limits business potential. The

in a strict manner, while obsolete information with less

fall of the Berlin wall unlocked great potential for both parts

value needs less protection.

of Germany. Opening the internal borders in Europe cre-
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Involved parties

ated a much stronger continent. Unfortunately the biblical

The Open Group

Digital Rights Management

lesson of Jericho was less favourable to its citizens but the

‘The Open Group is a vendor- and technology-neutral consortium, whose vision of Boundaryless Information Flow™ will enable

Digital Rights Management is one of the best ways to

analogy with information security is striking. Perimeter

access to integrated information within and between enterprises based on open standards and global interoperability.’

protect information, close to the information. Originally

defence alone is not enough to protect valuable assets.

(www.opengroup.org)

designed to protect intellectual property rights, DRM can

Organizations need a paradigm shift to embark on a road

be applied to much more areas. In the context of Jericho

to Jericho.

it makes a lot of sense to apply DRM to information that

With over 6000 participants in 19 countries, the Open Group spans the globe. Their mission is to create and promote IT standards
within our complex and diverse IT landscape.

needs to travel. It doesn’t really matter on what travelling
device we place the information, if a document is either

Among the many great achievements of the Open Group we ﬁnd ‘The Open Group Architecture Framework’ – TOGAF,

encrypted or equipped with a rights management

now in its 8th version. This framework offers a good foundation for the design of a Jericho type network.

certiﬁcate. That can be a USB stick or a mobile phone or

(www.opengroup.org)

a laptop, etc. There is no need to encrypt the device,

The Jericho Forum
‘The Jericho Forum is an international IT security thought-leadership group dedicated to deﬁning ways to deliver effective IT
security solutions that will match the increasing business demands for secure IT operations in our open, Internet-driven,

The Liberty Alliance
The Liberty Alliance was formed in 2001 by approximately 30 organizations to establish open standards, guidelines and best
practices for federated identity management. The vision of Liberty Alliance is to enable a networked world based on open
standards where consumers, citizens, businesses and governments can more easily conduct online transactions while protecting
the privacy and security of identity information. This world, where devices and identities of all kinds are linked by federation and
protected by universal strong authentication, is being built today with Liberty’s open identity standards, business and deployment
guidelines and best practices for managing privacy.
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(www.JerichoForum.org)
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globally networked world.’

(www.projectliberty.org)

The Internet Engineering Taskforce
The Internet Engineering Task Force (IETF) is a large open international community of network designers, operators, vendors, and
researchers concerned with the evolution of the Internet architecture and the smooth operation of the Internet. It is open to any
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interested individual. The actual technical work of the IETF is done in its working groups, which are organized by topic into several
areas (e.g., routing, transport, security, etc.). In August 2000, the IETF ﬁrst documented the AAA Framework that has since then
developed into the most adopted global framework for Identity Management.
(www.ietf.org)

The Jericho Project Research Group (www.onewalldown.com)
As platinum member of the open Group, Capgemini actively supports the vision of Boundryless Information Flow™ and network
de-perimeterization. This resulted in the creation of Capgemini’s Jericho Project Research Group in January 2007. This group, staffed
with scientist from various universities in the Netherlands, is tasked with the design of tangible solutions to support the Jericho
Forum’s vision. The researchers in the group have backgrounds in, among others, informatics, mathematics, infrastructure design,
business economy and business information science.
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About Capgemini and the Collaborative Business Experience
Capgemini, one of the world’s foremost providers of Consulting, Technology and Outsourcing
services, has a unique way of working with its clients, called the Collaborative Business
Experience.
Backed by over three decades of industry and service experience, the Collaborative Business
Experience is designed to help our clients achieve better, faster, more sustainable results
through seamless access to our network of world-leading technology partners and
collaboration-focused methods and tools. Through commitment to mutual success and the
achievement of tangible value, we help businesses implement growth strategies, leverage
technology and thrive through the power of collaboration. Capgemini employs approximately
68,000 people worldwide and reported 2006 global revenues of 7,7 billion euros.
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The Capgemini Group is headquartered in Paris.
www.capgemini.com

